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30 JANUARY 2018 

CALIFORNIA STATE THREAT ASSESSMENT CENTER 

(U) CALIFORNIA  
 
(U) San Leandro – Liquor Store, Record Shop at the Center of Sinaloa-California Drug Trafficking Ring 
(U) A man who authorities say worked with others to distribute large amounts of cocaine and 
methamphetamine from Sinaloa, Mexico to the Bay Area accepted a federal prison sentence Friday. At 
the center of the ring are two San Leandro stores: Acapulco Liquors and Acapulco Records, which federal 
prosecutors say were used to launder drug money and arrange narcotics deals. Though many court 
records have been sealed, recently released documents show the vast scale of the investigation, which 
lasted for 18 months and included law enforcement activity up and down the state. Antonio Enrique 
Cervantes, who had pleaded guilty to drug possession with intent to distribute, was sentenced on 26 
January to 10 years in prison and five years’ supervised release. He was arrested in August 2016 after 
authorities searched his car and found 24 pounds of cocaine hidden in a secret compartment. He 
admitted the drugs were his, according to court records. 
SOURCE: 30 January 2018, Mercury News 
 
(U) NATIONAL  
 
(U) District of Columbia – CIA Director Expects Russia Will Try to Target US Mid-Term Elections 
(U) Washington – CIA Director Mike Pompeo said Russia will target US mid-term elections later this year 
as part of the Kremlin’s attempt to influence domestic politics across the West, and warned the world 
had to do more to push back against Chinese interference. Russia has been accused of interfering in the 
2016 US presidential election and Special Counsel Robert Mueller is investigating the allegations, which 
Moscow denies. US intelligence chief Pompeo said Russia had a long history of information campaigns 
and said its threat would not go away. He also said the Chinese posed a threat of equal concern, and 
were “very active” with a world class cyber capability. 
SOURCE: 30 January 2018, Reuters 
 
(U) District of Columbia – US to Resume Refugee Admission from 11 ‘High-Risk’ Countries 
(U) Washington – The United States will resume admissions for refugees from 11 countries identified as 
presenting a high security risk, but with extra vetting for these mostly Middle Eastern and African 
nations, senior US officials said yesterday. The changes came after a 90-day review of refugee 
admissions from Egypt, Iran, Iraq, Libya, Mali, North Korea, Somalia, South Sudan, Sudan, Syria and 
Yemen by the State Department, Department of Homeland Security and intelligence agencies. The new 
rules are the latest changes to the US refugee program made by the administration of President Donald 
Trump to address what it sees as national security issues. 
SOURCE: 29 January 2018, Reuters 
 
(U) District of Columbia – ‘Jackpotting’ Hackers Steal over $1 Million from ATMs across US 
(U) Washington – A coordinated group of hackers likely tied to international criminal syndicates has 
pilfered more than $1 million by hijacking ATM machines across the United States and forcing them to 
spit out bills like slot machines dispensing a jackpot, a senior US Secret Service official said yesterday. 
Within the past few days there have been about a half-dozen successful “jackpotting” attacks. The spate 
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https://www.mercurynews.com/2018/01/29/east-bay-liquor-store-records-shop-at-center-of-sinaloa-california-drug-trafficking-conspiracy-feds-say/
https://www.reuters.com/article/us-usa-security-cia/cia-director-expects-russia-will-try-to-target-u-s-mid-term-elections-idUSKBN1FJ0W3
https://www.reuters.com/article/us-usa-immigration-refugees/u-s-to-resume-refugee-admissions-from-11-high-risk-countries-idUSKBN1FI27F
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of attacks represented the first widespread jackpotting activity in the United States. Previous campaigns 
have been spotted in parts of Europe and Latin America in recent years. 
SOURCE: 29 January 2018, Reuters 
 
(U) District of Columbia – Fitness App Potentially Reveals Sensitive Information 
(U) Washington – The US Central Command says it's in the process of refining its privacy policies after it 
was reported that a fitness tracking app that maps people's exercise habits could pose security risks for 
security forces around the world. Strava, which bills itself as "the social network for athletes" and allows 
its users to share their running routes, released a newly updated global heatmap last November. But 
experts and keen observers have recently realized its potential to reveal location patterns of security 
forces working out at military bases in remote locations. Nathan Ruser, a 20-year-old Australian student 
and analyst for the Institute for United Conflict Analysts, noted on Twitter on Saturday that the map 
made US bases "clearly identifiable and mappable." 
SOURCE: 29 January 2018, CNN  
 
(U) Pennsylvania – Off-Duty Officer Shoots Erratic Driver Trying to Run Over Pedestrians 
(U) Philadelphia – Terrorism was being eyed as a possible motive after a man in a Honda hit a pedestrian 
yesterday in Philadelphia, seriously injuring one person before being shot in the head by an off-duty cop, 
officials said. The 31-year-old driver, who wasn’t immediately identified, was pronounced dead at a local 
hospital. The driver was initially in “extremely critical condition” after the incident. Philadelphia Police 
Commissioner Richard Ross Jr. said at a news conference yesterday that while initial reports said the 
driver attempted to hit multiple people with his car, police have been "unable to confirm that he was 
trying to strike several people." 
SOURCE: 29 January 2018, FOX News 
 
(U) INTERNATIONAL  
 
(U) Colombia – Ten Inmates Killed in Drug Gang Violence  
(U) Ceara – Ten inmates were killed yesterday when members of a drug gang attacked a rival gang at a 
jail in northeastern Brazil. Claudio Justa, head of the penitentiary council in the state of Ceara, told a 
state news agency that members of the Red Command drug gang carried out the killings at the Itapaje 
jail, and that the victims were members of the rival Guardians of the State gang. The killings came two 
days after gunmen killed at least 14 people in a crowded dance club in the northeastern Brazil city of 
Fortaleza. Authorities were investigating whether the attack was part of drug gang conflict. 
SOURCE: 29 January 2018, Reuters 
 
(U) Japan – $530 Million Cryptocurrency Heist May Be Biggest Ever 
(U) Tokyo – A cryptocurrency exchange in Japan is coming under government scrutiny after it said 
hackers stole $530 million from its users. The exchange, Coincheck, has promised to partially refund the 
260,000 cryptocurrency investors affected by the theft, although it didn't say when it would do so or 
where it's getting the money from. The hacking at Coincheck, which bills itself on its website as "the 
leading bitcoin and cryptocurrency exchange in Asia," came to light over the weekend. If confirmed, it's 
expected to rank as the biggest such theft on record, eclipsing the estimated $400 million in bitcoin 
stolen from Mt Gox in 2014. Coincheck said the hackers stole customer deposits of NEM, a less well 
known digital currency. 
SOURCE: 29 January 2018, CNN 
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https://www.reuters.com/article/us-usa-cyber-atm/jackpotting-hackers-steal-over-1-million-from-atms-across-u-s-secret-service-idUSKBN1FI2QF
https://www.cnn.com/2018/01/28/politics/strava-military-bases-location/index.html
http://www.foxnews.com/us/2018/01/29/terrorism-eyed-after-driver-rams-into-pedestrian-in-philadelphia.html
https://www.reuters.com/article/us-brazil-violence/ten-brazilian-inmates-killed-in-drug-gang-violence-idUSKBN1FI2MV
https://www.reuters.com/article/us-mexico-violence/mexico-to-send-troops-to-stem-violence-after-record-25000-murders-idUSKBN1FH0W2
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(U) Syria – ISIS Releases New Video Calling for Action against the West 
(U) Aleppo – The Islamic State in Iraq and ash-Sham (ISIS) released a new propaganda video urging 
supporters across the world to plot attacks against Western countries. The terror group's official Al-
Hayat Media Centre released footage on 26 January calling on jihadists to destroy the kuffar 
(nonbelievers) in "Europe, America, Russia, Australia and elsewhere." The clip features images of 
previous ISIS-claimed attacks including the one at Westminster Bridge in March 2017; 2015 San 
Bernardino attack; 2015 Hyper Cacher kosher supermarket siege in France; 2016 Bastille Day attack in 
Nice, France; and footage of Berlin Christmas market terrorist Anis Amri making his pledge to ISIS. The 
video is also interspersed with scenes of beheading and warfare. 
SOURCE: 30 January 2018, International Business Times 
 
(U) SOUTHWEST BORDER  
 
(U) Texas – Agents Stop Semitrailer with 76 Immigrants Inside  
(U) Laredo – Authorities say a semitrailer driver is in custody after he was found to be transporting 76 
immigrants in Texas. The US Border Patrol said in a statement yesterday that the immigrants were 
discovered Friday at a checkpoint on US 83, about 35 miles north of Laredo in South Texas. The 
semitrailer stopped in the checkpoint’s primary lane where the driver, a US citizen, was questioned 
about his immigration status. His rig was kept for further inspection, and agents found the immigrants 
inside the trailer. The immigrants are from Mexico, Honduras, El Salvador and Guatemala. Thirteen were 
unaccompanied minors. The Border Patrol says all of them are in good health. 
SOURCE: 29 January 2018, WSPA 
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